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Accelerate Your Next Connected Device Prototype:
A look at &@Llé different prototyping environments

Matt Liberty
Jetperch LLC
matt@jetperch.com

https://github.com/mlibertyl/mcu proto
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https://github.com/mliberty1/mcu_proto

M2M

Machine-to-machine (1968)
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loT

Internet of Things (1999), Internet of Everything
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WoT

Web of Things (2007) — application layer for loT
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Skynet?

Terminator (1984), self-awareness in 1997
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Prototyping

Device that emulates the final product’s functionality;
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Product Features of Growing Importance

* Internet connected

* Low cost

* Low power consumption

» Rapid feedback cycle: build/try/learn
* Rapid time to market
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Connected Device Technologies

WiFi (802.11)

802.15.4: Zigbee, 6LoOWPAN (RFC 6282)
Bluetooth SMART (formerly low energy)
Bluetooth

Ethernet and PoE

WAN: 2G/3G/4G, LoRa and more
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Prototyping Programming Environments

Processing/Wiring (C++ like): Arduino, Energia

Lua, eLua and Squirrel
JavaScript: Espuirino, Kinomal§, WelO

Python and MicroPython: WiPy
C/C++: mbed, Linux, FreeRTOS and many other RTOS's
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http://www.arduino.cc/
http://energia.nu/
http://www.espruino.com/
http://kinoma.com/
http://www.we-io.net/
https://www.kickstarter.com/projects/wipy/the-wipy-the-internet-of-things-taken-to-the-next/description
http://developer.mbed.org/

Hardware

* Raspberry Pi & Beaglebone

 Atheros AR9331: Arduino Yun, WelO, Black Swift, Onion

« TICC3200 & CC3100

* ESP8266 (see hackaday, Arduino IDE port, nodemcu) ($6!)
« EMW3165 (57.95)

e ElectricImp

* Particle (formerly Spark): Core, Photon, Electron
* Intel Edison

e ..and many more ...
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http://www.black-swift.com/
https://www.kickstarter.com/projects/onion/onion-omega-invention-platform-for-the-internet-of
http://hackaday.com/2015/03/18/how-to-directly-program-an-inexpensive-esp8266-wifi-module/
https://github.com/esp8266/arduino
http://www.nodemcu.com/index_en.html
http://www.intel.com/content/www/us/en/do-it-yourself/edison.html
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Platforms

Electric Imp (Imp001, Imp002, Imp003)
Particle (Core, Photon, Electron)

Thingsee
TinkerForge

SmartThings
WICED (Broadcom)
Cosino

littleBits
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electricimp.com
https://www.particle.io/
http://www.thingsee.com/)
http://www.tinkerforge.com/en
http://www.smartthings.com/
http://www.broadcom.com/products/wiced/sense/
http://www.cosino.io/
http://littlebits.cc/
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Protocols

MQTT

ZeroMQ

Thread (6LOWPAN on 802.15.4)
Protocol Buffers

HTTP & Websockets, often with JSON
CoAP (RFC 7252)
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http://mqtt.org/
http://zeromq.org/
http://threadgroup.org/
https://developers.google.com/protocol-buffers/
https://developers.google.com/protocol-buffers/
http://json.org/
https://en.wikipedia.org/wiki/Constrained_Application_Protocol

Prototyping Options Summary

* No clear winning combination
* Many, many options
My (somewhat arbitrary) criteria

— Mlicrocontroller
— WiFi

https://github.com/mlibertyl/mcu proto
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Example 1

ectric Imp
At

-

/

Credit: Electric Imp
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. L3
Electric Imp electricimp

Credit: Electric Imp

Programmed in Squirrel, comparable to Lua [cheatsheet]

https://electricimp.com/docs/

https://electricimp.com/docs/gettingstarted/quickstartguide/

Imp001 with April breakout board
Moto X: Failed BlinkUp first few times, eventually worked
Working device running code in under 30 minutes
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http://www.squirrel-lang.org/
https://electricimp.com/docs/attachments/images/squirrelrefsheet.pdf
https://electricimp.com/docs/
https://electricimp.com/docs/
https://electricimp.com/docs/
https://electricimp.com/docs/
https://electricimp.com/docs/gettingstarted/quickstartguide/
https://electricimp.com/docs/gettingstarted/quickstartguide/
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Electric Imp A

Online IDE and toolchain Cmﬁ;f
Event based architecture with devices, agents and apps |
Devices connect to agents

Agents run on Electric Imp’s servers and talk to their device

Apps talk to the agents using HTTP

Imp API simplifies communication and message serialization
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https://ide.electricimp.com/

mcu_proto.jetperch.com

Amazon EC2 instance ‘W Electric Imp Cloud

gent)

‘ @* Electric Imp

- (device)
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@f“ electric imp Code Documentation Forums Status ~

.Jet_per h_01

01 - / device online / agent running

P Build and Run

server. {"Turn " + http.agenturl()
server. {"Turn on " + http.agenturl()

getPage(message) {

local page - @"
“ Inactive Model DOCTYPE himl
html
head
title:My Form</title>
fhead>
body
hl:Electric IMP demo</hl>
form method="GET"
input type
innut twne='

NecPixels {

ZERO
ONE
BYTESPERPIXEL

ruLaLe_nue
mode rotate_hue
rotate_hue

rotate_
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Electric Imp: Thoughts

Squirrel language is easy to learn and use
Fast iteration time

Well designed API which reduces complexity
Great logging included

Closed ecosystem

Great documentation and examples
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Example 2

Particle Core

2
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Particle

Credit: particle.io

Programmed in Wiring (C++ ish), same as Arduino
Core: Cortex-M3 (STM32F103) with TI CC3000

Photon (May): Cortex-M3 (STM32F205) with BCM43362
Developed using node.js
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Particle Core

Android app on Moto X failed
However, the CLI worked great

Had a networked controlled LED in under 1 hour using
website example

Credit: particle.io
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https://github.com/spark/spark-cli

mcu_proto.jetperch.com

Amazon EC2 instance Particle Cloud

. ParticleCore
(device)
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http://mcu_proto.jetperch.com/

Adafruit_MeoPixel strip - Adafruit_NeoPixel(PIXEL_COUNT, PIXEL_PIN, PIXEL_TYPE);

VALUE_DEFAULT
HUE_INCR - 9.081F;
int ITERATION DELAY_MS

1 mode_e {OFF, ROTATE_HUE};
1 mode_e mode_ - OFF;

hue_ 0.9;

saturation_ = 1.8;
value_ - VALUE_DEFAULT;

id setup()

Ready.
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Particle Thoughts

Slow iteration time (>30 seconds): flash firmware, reboot,
reconnect to WiFi

Documentation and examples are not as good as Electric Imp
Support for both cloud and local development
Open source with active community
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Example 3

CC3200 with Energia

T
ss %
s oo
e oo
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CC3200 with Energia

Energia is Wiring (of Arduino fame) for CC3200

CC3200 is an SoC with a CC3100 Simplink WiFi and
Cortex M4
Just a device, not a full loT framework

Credit: ti.com

ﬂ Energia
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CC3200 with Energia

Setup
— See http://energia.nu/pin-maps/guide cc3200launchpad/
— See http://energia.nu/cc3200guide/

— See http://processors.wiki.ti.com/index.php/CC31xx %26 CC32xx
— Installed SDK with FTDI drivers

— Installed UniFlash & programmed latest service pack

— Unzip Energia, configured board, serial port, & downloaded examples

Up an running with basic WiFi examples in a under 2 hours
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http://energia.nu/pin-maps/guide_cc3200launchpad/
http://energia.nu/pin-maps/guide_cc3200launchpad/
http://energia.nu/pin-maps/guide_cc3200launchpad/
http://energia.nu/pin-maps/guide_cc3200launchpad/
http://energia.nu/cc3200guide/
http://energia.nu/cc3200guide/
http://energia.nu/cc3200guide/
http://processors.wiki.ti.com/index.php/CC31xx_&_CC32xx
http://processors.wiki.ti.com/index.php/CC31xx_&_CC32xx

CC3200 with Energia

* Need server: use Amazon EC2 instance running Ubuntu server
* Use websockets (alternatives include MQTT, HTTP/AJAX)
* Implement server using Python3

— CherryPy: Web framework for python (not recommended, use flask)
— wsdpy: Websockets implementation that supports CherryPy
— Jinja2: Templating engine
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mcu_proto.jetperch.com
Amazon EC2 instance

21 July 2015

HTTP Websocket
Publish/subscribe

CC3200
(device)

© 2015 Jetperch LLC UBM




Amazon EC2 Instance

e Configure and start a Linux or Windows server in minutes
 Use SSH/SCP/SFTP to control

* If you have never started a virtual internet instance, take the
time (EC2 has a free tier for the first year)

See server code at
https://github.com/mlibertyl/mcu proto/blob/master/server/server.py

21 July 2015
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https://github.com/mliberty1/mcu_proto/blob/master/server/server.py
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CC3200 Demo

® Fade | Energia 0101E0014 o B -
File Edit Sketch Tools Help

Fade
4% Tebfocket Client for CC3200 LaunchPad */ ~

#include "wifi_config.Hf
#include <WiFi.h>
#include “UebClient.h”
#define LED RED_LED

char websocket server[] = "meu proto.jetperch.con’;
int. websocket_port = 807
char websocket_path[] = "/fws"r

MFiClient. client;
UebsocketClicnt web3ocketClient (websocket_server, websocket_port, websecket_path, false, wscHessage);

woid wscMessage (char® wsy)
{
Serial.print("Got wsg :
Serial.printin{msg) :
digitallrite (LED, 'digitalRead (LED));

woid wifi connect()
<

LaunchP a;
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CC3200 Thoughts

Took longer to get working
Had to worry about both server and device

More flexibility: could run server locally for latency-sensitive
applications
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Example 4

FRDM-K64F with mbed

21 July 2015 Credit: freescale.com © 2015 Jetperch LLC UBM
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EMBEDDED SYSTEMS CONFERENCE ‘15

Applications Community Libraries

C++ APIs

Event Framework Communication Management

CoAP, HTTP, MQTT, LWM2M

Device Management TLS,DTLS

Bootstrap, Security, FOTA

IPv4, IPvé6 6LoWPAN

Crypto & Device Security 9 (Wi ) % O iovean @
CMSIS
;:}

21 July 2015 Credit: mbed.org

Drivers

d&
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FRDM-K64F with mbed

Getting started with mbed

Used online compiler, but offline toolchain available

Example WebSocketClient already existed: network connected
blinking LED through EC2 server in under 2 hours.

© 2015 Jetperch LLC UBM


http://developer.mbed.org/platforms/frdm-k64f/

mcu_proto.jetperch.com

Amazon EC2 instance HTTP Websocket

Publish/subscribe

FRDM-K64F
(device)

v 88
T e e [ EH
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RDM-K64F with mbed demo

mbed Hrdm_fade/APA102/APA102.h
P New v B Import | L save L) Saveall | (] Compile v | @ Commit v {3 Revisions | v o« | & | &3 | N\ | [L]Help FROM-K64F
Program Workspace < | BAPAUJZ -
E‘ My Programs. 1 s Copyright (c) 2015 Jetperch LLC |
B[ fram_fade f/ This file is licensed under the MIT License
E &5 APa102 3 // http://opensource.org/licenses/MIT
[c] APa102.cop 4 =
[e] Apaz02.n > #include "mbed.h”
(&) EthernetInterface = N
(@] mbed-rtos /** Controller for APA102 LEDs. |
& * Used for controlling cne or more APR102 RGB LEDs over SPI.
(E3) webSocketClient a| s
o] main.cpp 10 class RPA102 {
B {5} mbed 11 publics

[E Nucleo_printf /** Construct a new instance.

*

* @param pizels The total number of pixels in the array.

* @param spi The SPI interface controlling the pixels. This interface
= must not be connected to any other devices.
wy

APR10Z (int pixels, 3PI * s3pi);

¥

>
Compile output for program: frdm_fade | Errors:0 | Warnings:0 | Infos: 0 |
Description Error Number | Resource ‘ 1In Folder ‘ Location |
Compile Output | Find Results | Netifications v
|| Ready. In1 w1 | s6 | ms |
21 July 2015
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https://developer.mbed.org/compiler

21 July 2015

FRDM-K64F Thoughts

mbed is still under very active development and still seems to have rough
edges
— Should see great strides with ARM backing

— Change browser download directory to the mbed USB mass-storage path for
easy online compile, download & reset and

Broad library with many user-contributed modules
Had to worry about both server and device
More flexibility: could run server locally for latency-sensitive applications

© 2015 Jetperch LLC UBM



21 July 2015

Example Summary

Language | Online Offline Breadth Ease of use
Compiler Compiler

ElectricImp Squirrel

Particle
Core

CC3200 &
Energia

FRDM &
mbed

Excellent Excellent
Wiring X X Great Good
(C++)
Wiring X X Fair Good
(C++)
C++ X X Good Good
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Conclusions

* Prototyping connected devices can be quick and painless
— Many solutions (too many?), some end-to-end
— Writing your own end-to-end service for prototyping is not difficult
* Converting connected prototypes to products is not trivial
— Security

— Device management, in-field upgrades, etc.
— Reliability and ease of use
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Accelerate Your Next Connected Device Prototype:
A look at three different prototyping environments

Matt Liberty
Jetperch LLC
matt@jetperch.com

Code at https://github.com/mlibertyl/mcu proto

Grand finale: Go to http://mcu proto.jetperch.com

21 July 2015 © 2015 Jetperch LLC UBM



https://github.com/mliberty1/mcu_proto
http://mcu_proto.jetperch.com/
http://mcu_proto.jetperch.com/
http://mcu_proto.jetperch.com/

References

* http://tech.co/prototype-hardware-startups-2015-02
* https://leanpub.com/iot-javascript

21 July 2015 © 2015 Jetperch LLC UBM


http://tech.co/prototype-hardware-startups-2015-02
http://tech.co/prototype-hardware-startups-2015-02
http://tech.co/prototype-hardware-startups-2015-02
http://tech.co/prototype-hardware-startups-2015-02
http://tech.co/prototype-hardware-startups-2015-02
http://tech.co/prototype-hardware-startups-2015-02
http://tech.co/prototype-hardware-startups-2015-02
http://tech.co/prototype-hardware-startups-2015-02
http://tech.co/prototype-hardware-startups-2015-02
http://tech.co/prototype-hardware-startups-2015-02
https://leanpub.com/iot-javascript
https://leanpub.com/iot-javascript
https://leanpub.com/iot-javascript
https://leanpub.com/iot-javascript

[
21 July 2015

Other platforms

AirBoard (small Arduino + Bluetooth + WiFi + XBee)

OpenWRT

Printoo: Flexible BT Smart Arduino

LichtBlue Bean: Arduino Bluetooth SMART

Fritzing

NodeUSB (under development, Lua on ESP8266)

DigiStump Acorn/Oak

© 2015 Jetperch LLC UBM


https://www.kickstarter.com/projects/223628811/the-airboard-sketch-internet-of-things-fast
https://openwrt.org/
http://www.printoo.pt/
https://punchthrough.com/bean/
https://punchthrough.com/bean/
https://punchthrough.com/bean/
http://fritzing.org/
http://www.nodeusb.com/
https://www.kickstarter.com/projects/digistump/oak-by-digistump-wi-fi-for-all-things-arduino-comp

Cloud Services

e thethings.io
e Node-RED
e |FTTT
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https://thethings.io/
http://nodered.org/
http://nodered.org/
http://nodered.org/
https://ifttt.com/

